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NATURE OF PROCEEDINGS

1. This is an application for confirmation of, and appeals against, declarations that
vatious provisions of the Regulaton of Interception of Communications and
Provisions of Communication-Related Information Act 70 of 2002 are

unconstitutional and invalid.

2. The High Court’s judgment is teported as: Amabhungane Centre for Investigative
Joaraalism NPC and Another » Minister of Justice and Corvectional Services and Others [2019]
ZAGPPHC 384; [2019] 4 ALl SA 343 (GP); 2020 (1) SA 90 (GP) ; 2020 (1) SACR

139 (GP)

THE ISSUES THAT WILL BE ARGUED

3. Right2Know Campaign (R2K) will make submissions concerning:
3.1, Post-survcillance notification (High Court Order 1); and

3.2 The independence of the designated judge (High Court Order 2).

ESTIMATED DURATION OF ARGUMENT

4. R2K estimates that it will require 15 minutes for oral argument.



NECESSARY PORTIONS OF THE RECORD

5, R2K defers to the parties on which portions of the Record are necessary.

SUMMARY OF APPLICANTS ARGUMENT

Post-Surveillance Notification

0. R2K will advance two atguments to support confirmation of the High Court’s order.
7. First, the prohibition on post-surveillance notification limits s 38 of the Constitution.
8. Second, international and compatative law support the need for post-surveillance

notification, and the ability to do so without prejudicing cfforts to fight crime.

The Designated Judge

9. R2IK will advance four arguments to support confirmation of the High Court’s order.

10.  First, the failure to cnsure the designated judge is independent is, primarily, a

violation of the right to privacy.

11.  Second, the fact that the designated judge operates in secrecy demands a higher

degree of structural independence.

12.  Third, combined with term renewal, the fact that the designated judge must be a

retited judge undermines her independence.

13.  Fourth, international and comparative law support the need for independence, and



the claim that the designated judge is insufficiently independent.

LIST OF AUTHORITIES ON WHICH SPECIAL RELIANCE WILL BE

PLACED

1. Thint (Pty) Ltd v National Director of Public Prosecutions and Others, Zuma and Another v
National Director of Public Prosecutions and Others [2008] ZACC 13; 2008 (2) SACR 421
(CC); 2009 (1) SA 1 (CO).

2. Report of the Office of the United Nations High Commissioner for Fuman Rights, The Right o

Privacy in the Digital Age, UN. Doc. A/HRC/27/37 (30 June 2014).

3. The Right to Privacy in the Digital Age: Report of the United Nations High Commissioner for
Hutman Rights (2018) A/HRC/39/29.

MICHAEL BISHOP
PATRICK WAINWRIGHT
Counsel for the R2K
Chambers, Cape Town

12 Febtuary 2020



IN THE CONSTITUTIONAL COURT OF SOUTH AFRICA

CCT 278/19
In the application of:
AMABHUNGANE CENTRE FOR INVESTIGATIVE I'irst Applicant
JOURNALISM NPC
SOLE, STEPHEN PATRICK Second Applicant
and

MINISTER OF JUSTICE AND CORRECTIONAL Titst Respondent
SERVICES

NINE OTHERS Second to Tenth
Respondents

and

THE RIGHT2KNOW CAMPAIGIN Second Amicus Curiae

PRIVACY INTERNATIONAL Third Amicus Curiae

SECOND AMICUS CURIAE’S WRITTEN SUBMISSIONS




TABLE OF CONTENTS

I  INTRODUCGTION ..ot cneiercscismscnnaseriecessessessassssnnssmrosmecasssesssosssssssassssesesss 1
II INTERNATIONAL AND COMPARATIVE LAW ... sreeeeeeee e 3
III POST-SURVEILLANCE NOTIFICATION ... ceeencniniiisnssseeees 4
SECTION 38 VIOLATION ..uutreeerriesersersesaeessssrcasseserenaaesssansaseassasssseessssnsesstsnsssressorssasacs 4
INTERNATIONAL LLAW it iiticrinseticice i enrrat s ecnene s essassseeresssnsrssssnssnssssrsnrassasssennsases 6
COMPARATIVE LLAW ottt es et e e e ee et bt se s s e e e esaaastaass s s s aeesaaasassaassns 9
CONCLUSTON 11rieeieeeetrersuiisesterssescanonesiossriatsssmussosiiesssssssmnsmisessssssssssssisssressssseessnasnssios 11
IV THE DESIGNATED JUDGE.....ccccoitiirircciniiiieeenniencniiecsesssnisssiessessineens 12
RIGHT TO PRIVACY Ltiiieeeiiirrtiuiieieseeereriensessrestarsestssuiesesssenssuussssasstssstesusosssocsosses 12
SECRECY tvtrvsseeereennareemuraerretuiaersiesssessttamssmasestesnstestesnsssressssnssetonnsieesersssiosssasrnssssssssrne 13
THE DANGER OF A RETIRED JUDGE ...otiiiiiiriiiniiiiiiie s iecesssis s sinsssiesssnes 15
INTERNATIONAL AND COMPARATIVE LAW ..iiiiieimiiirinsenirecenunnnressensorcssssoossesssossonsas 17

IV CONCTCLUSION ottt se e ian s cssescas s s sasass s sban e s s 18



INTRODUCTION

“Euveryone bhas the right to privacy, which includes the right not to bave ... the privacy of their
communications infringed”.! 'T'he right to privacy — and particulatly to the privacy of our
communications — is central to the constitutional order founded on human dignity.
As O’Regan | has held, we protect privacy because of “our constitutional understanding
of what it means to be a human being” > That understanding “presupiposes personal space within
which to live thes [ife.”® That personal space is the way we “Lve our daily lives. This sphere
in which to prrsite onr own ends and interests in our own ways, although offen mundane, is intensely
important to what makes human life meaningfil”*

This personal privacy extends to whete we go, and what we do with our mobile
phones. As Langa DCJ (as he then was) explained in Hywndai: “when people are ... on
pobile telephones, they still retain a right to be left alone by the state unless cerfain conditions are
satisfied.”>

‘This application concerns setious threats to the privacy of our constitutionally
protected personal space. It is a challenge to the constitutionality of the Regulation
of Interception of Communications and Provisions of Communication-Related
Information Act 70 of 2002 (RICA). RICA, combined with the development of
modern technology and the way we use that technology allow intense intrusions by

the South African state authotities into our personal daily lives.

! Constitution s 14(d).
2 NAS and Others v Swrith and Others [2007] ZACC 6; 2007 (5) SA 250 (CC) at para 131 (O'Regan J dissenting).

3 Tind.

+ Thud at 130,
5 Ingestigating Derectorate: Serions Econonsze Offences and Otbers v Hymudai Motor Distributors (Pty) 1td and Others In re: Hynndar Motor
Distributors (Pry) Led and Others v Smait INO and Others [2000] ZACC 12; 2001 (1) 8A 545 (CC) at para 16.



2]

RICA allows the state to intercept our personal electronic communications - out
phone calls, our text messages and emails. Those interception orders are made
without any notification to the subject, even after the investigation has been
completed. And they are made by a “designated judge” who lacks the most basic
protections to ensure her mdependence from the executive.

An independent judge, and notification of surveillance after it has occurred are two
basic protections of the right to privacy. They ate required by international law, and
are common in comparable democracies. The orders of the High Court declating
the relevant provisions of RICA unconstitutional should be upheld.

These written submissions are structured as follows:

6.1.  Part II brefly summarises the importance of international and

comparative law;

6.2.  Part III address post-intetception notification; and

6.3, Part IV concerns the independence of the designated judge.

The Right2Know Campaign (R2K) also endorses the written submissions of Privacy
International on the issue of the safeguards for the retention of metadata, and bulk

surveillance.




[S>)

I INTERNATIONAL AND COMPARATIVE LAW
8. The Amici tely 1 detail on international and comparative law. It 1s necessary to
explain its relevance.

0. International law is relevant for three reasons:

9.1, When interpreting the Bill of Rights, s 39(1)(b) of the Constitution mandates
courts to consider international law.®

9.2 When it determines whether a limitation of a right is rcasonable and justifiable
“in an open and democratic society” ia terms of s 36(1), a court will look to
international norms.

9.3,  Courts must consider not only, the international treaties, but also the relevant
commentaty on those treaties, particularly those issued by the bodies
cstablished to interpret and apply the relevant treaty.” This so-called “soft
taw” 13 not binding, but is persuasive.

10.  Courts are not compelled to consider comparative law. But they are permitted to

do so when interpreting the Bill of Rights.® Coutts must be cautious when relying
on foreign law, and should not import foreign doctrines to South Africa uncritically.”
Nonetheless, comparative practice — in the form of both legislation and judicial

decisions — can illuminate our own Constitution. It, too, is particularly relevant in

¢ See generally Ghenister v President of the Republic of Sonth Africa and Others [2011] ZACC 6; 2011 (3) SA 347 {CC) at para 189.

7 See, for example, Garernaent of the Republic of South Africa and Others v Groothoorn and Others [2000] ZACC 19; 2001 (1) SA 46
(CC) at pasas 29-31; Metswagae and Otbers v Rustenburg Local Municipaiity and Anather [2013] ZACC 1; 2013 {3) BCLR 271 (CC);
2013 (2) SA 613 (CC) at fn 6; Dacters for Lifs Luternational v Speaker of the Natiowad Arsembly and Otbers {2000] ZACC 11; 2006 (12)
BCLR 1399 (CC); 2006 {6) SA 416 (CC) at paras 95-6.

8 Constitution s 39{1){c).

? See, for example, Bernstein arpd Others » Bester NO and Others {19967 ZACC 2; 1996 {4) BCLR 449; 1996 (2) 5.\ 751 (CC) at para
132.



the s 36(1) analysis — if there 1s a clear trend m cotparative practice, it may suggest

that a law is or is not justifiable in an “epen and democratic society”.

III  POST-SURVEILLANCE NOTIFICATION

11, RICA allows people to be placed under surveillance, and never to be notified that
this occutred — even after the surveillance 1s complete, and when sectecy is no longer
necessaty to protect the investigation. R2IC supports the High Court’s order and the
Applicants’ submissions. It advances three additional arguments:
11.1. The absence of notification viclates s 38 of the Constitution;
11.2. International law requires notification; and
11.3.  Comparative law shows notification is feasible.

SECTION 38 VIOLATION

12, 'The Applicants propetly rely on s 34 of the Constitution which establishes a “right fo
an effective remedy” '’ for the violation of any legal right, including constitutional rights.
But the Constitution includes an additional guarantee for the vindication of
constitutional rights —s 38,

13.  Section 38 creates a right to approach a court when a constitutional right has been

W President of the Republic of South Africa and Another v Medderklip Boerdery (Pty) T4 [2005] ZACC 5; 2005 (5) 54 3 (CC); 2005 (8)
BCLR 786 (CC) at para 50; Gozernaneut of the Republic of Zimbabwe v Fick and Gthers [2013] ZACC 22; 2015 (5) 5.4 325 (CC); 2013
{10) BCLR 1103 (CC) at pata 60.



14,

15.

16.

infringed or threatened, but also a right to “appropriate relief”."" This Court has held it
establishes a “zight to a remedy” whete a constitutional right has been infringed.'* And
“an appropriate repsedy must piean an effective reniedy, for without effective remedies for breach, the
values nnderlying and the rights entrenched in the Constitution cannot properly be upbeld or
enhanced” "

Section 38 nceds to be read together with s 172(1)(a) of the Constitution which
provides: “When deciding a constitutional matter within ifs power, a conrt must declare that any
law or conduct that is inconsistent with the Constitution is invalid to the exctent of its inconsistency” .
And with s 172(1)(b) which empowers a court to grant any order that 1s “just and
equitable” when determining a constitutional matter,

Surveillance, even with authorisation, will always limit or threaten the right to
privacy. It entails state interception of communication which is directly protected by
s 14(d). Section 38 cntitles the subject to an etfective remedy for that limitation.
Notification is necessaty to allow a subject of surveiliance to obtain an “appropriate
remedy”.

There are multiple remedies that can effectively vindicate the right even after the
surveillance has been concluded — a declaration of rights, constitutional damages,

and an order that the surveillance material be destroyed or provided to the subject,

W Constitution s 38 reads: “Auyone fsted in thix section .. .the right 1o approach a competent conrt, allging that a rght in the Bul of Raghts has

been infringed ar threatensd, and the comt may grant appropriale relisf, including a declaration of rights.”

2 [ aw Sovzety of Sorth Africa and Others v Manister for Transport and Awother [2010] ZACC 25; 2011 (1) SA 400 (CC); 2011 (2) BCLR
150 (CC) at paras 102-3.

15 Fose v Minister of Safety and Secrity 1997 (3) SA 786 (CC), 1997 (7) BCLR 851 (CC). The Court has since made 1t clear that this
holding applies to s 38. Sce Natisnal Coalition for Gay and Leshinn Equality v Minister of Home Affanrs ¢ Otherr 2000 (2) SA 1 (CO),
2000 (1) BCLR 39 (CC} at para 63,

W See Head of Department : Mpnmalanga Depariment of Education and Anather v Hodrskoo! Ermrelo and Another [2009] ZACC 32; 2010
{2) SA 415 (CC); 2010 (3) BCLR 177 {CC) at para 97.




Section 38 expressly recognises a declaration of tights as an approptiate remedy."
None of those remedies are available if the subject does not know that she has been
under surveillance.

17.  'The right to an effective remedy is a firm part of international law. The UDHR'™
and the ICCPRY require states to provide remedies for rights violations. The HRC
has ecmphasised that “/aldministrative mechanisnes are particularly reguired to give effect to the
general oblisation to investigate allegations of violations promptly, thoroughly and effectively throngh
independent and impartial bodies.” " The Committee also tecognises that “public apologies,
petblic memorials, guarantees of non-repetition and changes in relevant laws and practices” can

provide an effective temedy. "

INTERNATIONAL LAW

18.  International law provides strong support for the need for postinterception

notification.

Y5 Read Commnters Action Gronp v Transnet Ltd 1 a Metrorad [2004] ZACC 20, 2005 (2) SA 359 (CC) 2005 (4) BCLR 301 (CC) ar
para 107 (Al declaratory order iv a Jlexible resedy which ean assést in clarifying lgal and constitntional eblgations in a manner which promoies
the protection and enforcement of or Constitution and i5 vafies”)
6 Article 8 of the Universal Declaration on Human Rughts provides: “Everyone bas he right fo an effective remedy by the competent
national iribunals for acts wolating the fundamental vights grawted him by the comstitution or by lans”.
7 Article 2(3) of the International Covenant on Civil and Political Rights reads in full
3. Each State Party to the present Coventant undertakes:
(a) Ta ensitre that aiy person whose raghis or freedoms as herein recopnized are violated shatl have an effective remedy, notwithstanding that
the vivlafion has beest commritted by perions acting in an official capacity;
() To ensure that any person claiming such a rewsedy shall have bis vight therety determined by compelent judicial, admuistrative or
degirfative cnthoritees, or by any other conpetent anibority provided for by the legal system of the State, and to develop the possibidities of
Judiial remredy;
(e} Lo enstire that the competent anthoretics shall enforce suich remedics when granled”
18 UN Human Rights Comumittee (HRC) General Comment wa. 31, The Naturs of the Gieneral Legal Qbligation impased an States Parties
to the Coveniant (26 May 2004) CCPR/C/21/Rev 1/Add.13 at para 15.
2 Thid at para 16.




19.  Fisst, the United Nations Office of the High Commissioner for Human Rights

(OHCHR) has determined that, to be cffective, “remedies nzust be known and accessible
to anyone with an arguable clain that their rights have been violated””® That makes notice a
“critical isswef ] in determining access fo effective remedy. ' In 2018, the OHCHR wrote
explicitly: “Recognizing that advance or concnrrent notification might jeopardize the effectiveness

of legitimate surveillance measiures, individuals should nevertheless be notified ance sirveillance bas

been completed’

20.  Second, the Special Rapporteur put the position in even stronger terms, In 2013, he

conchuded: “Individuals should have a lesal right fs be notified that they have been subjected to

comminications surveillance or that their communications data has been accessed by the State.” 23

That notification can occur after the surveillance ends.

21, Third, in its 2016 evaluation of Poland, the HRC expressed “particular concers” about
“the lack of notification, complaints procedure or mechanism for remedies” !

22.  In sum, international treaties binding on South Africa have been interpreted to
require post-surveillance notification. That is a powerful factor in favour of a finding

that the limitation of the rights to privacy, access to coutt, and to a remedy Is not

justifiable,

™ See Report of the Office of the United Nations iyph Commissioner for Flinran Rights, The Right to Privacy in the Digital +ge, U.N. Doc.
A/HRC/27/37 (30 June 2014) at 40. The Commussioner noted that “Stafes /ake different approaches fo wotification”. While some
requute notification, others do not, and others require notification only mn criminal cases, Of course, the conduct of states cannot
sustify what is otherwise a rights violation.

2 Ihid.

22 The Right to Privacy in the Digital Alge: Report of the Unéted Nations High Commissioner for Hypman Reghts (2018) A/HRC/39/29 at
para 54,

% See Repor of the Specral Rapportear on the Promotion and Protection of the Right fo Freedonr of Opimdon and Expression, UN. Doc.
AFHRC/23/40 (17 Aprid 2013) at 82 (my emphasis).

2 See Conclding Obseryations on the Seventh Poriode Report of Poland, FHuvean Rights Committee, UN, Doc. CCPR/C/POL/CO/7 (4
November 2016).



23.

24.

25.

20.

European law adopts the same approach. The Coutt of Justice fot the Furopean Union
(CJEU) and the Furopcean Court of Human Rights (ECtHR) have both recognized
that notification is a critical safeguard when governments conduct surveillance.”

In Szabs and VVissy v Hungary, the ECtHR held that “subsequent notification of surveillance

measires” was “inextricably linked to the effectivencss of remedies and hence fo the excistence of

effective safegiards against the abuse of nronitoring powers”. ** It held that notification should

occur as soon as possible “withont jeopardising the purpose of the restriction after the

termination of the survetllance measure” '

In Tele2 Sverige AB and C-698/ 15 Watson and Others,” the CJEU held that states “ust

notify the persons affected, under the applicable national procedures, as soon as that notification is

no_longer liable to jeopardise the investisations being undertaken by those authorities”.
Notification, the Court stressed, 18 “uecessary to enable the persons affected to exercise, inter

alia, their right to a legal remedy.””

Tt is true that the ECtHR has recognised the alternative of standing to challenge the

possibility of sutveillance.” Section 38 of the Constitution likely affords that

% These cases are in additton to Zakbarsy v Russia (2016) 63 EHRR 17 cited by the Applicants. J\pplicants’ Written Submissions

at para 36.
2 [2016] ECHR 579 at para 86,
2 Td. In Bég Brother Warch & Others v United Kungdom [2018] ECHR 722 at pata 310, the ECHR summarsed 1ts earlier

jurisprudence as follows:

“the guestion of subseqitent notification of surveillance measures is inextricably finked to the effectivencss of remedies before the conris and
bence to the existence of effective safegnards agaunst the abuse of monitoring powers. There i in proueiple hitle scope for reconrse fo the conrts
by the individual concerned mnless the fatter is advised of the measires Taken without bis or ber knowledye and this able o challenge their
legality refrospectively or, in the aliernative, winless any persoit who snspects that be or she bas been subyect To surveilionce can apply fo
conrts, whase pirisdection does nof depend on notification lo the surveillance subject of the measires laken.”

The ECHR declined to extend the requirement of subsequent notificatton to bulk survedllance because it would not be possible

to nofify all the subjects of survedlance. Ibid at para 317.
2 [2016] EUCJEU C-203/15 at para 121 (my emphasis).
2 Ihid at para 121 {(my emphasts).

 See, for example, Big Brother Watch (n 27) at pata 310,



27.

9

standing, However, it is a poor substitute for individual notification. It relies on 2
person having a teason to suspect that she was under surveillance, and the interest
to approach a coutt on that mere possibility. If surveillance is professionally
performed, such suspicions will be rare. Moreover, even if the person has standing
to approach a court, it would be impossible to ascertain for certain whether the
surveillance had occurred without notifying the person.

The hope of such abstract challenges is a very thin thread on which to hang the right

to pivacy.

COMPARATIVE 1AW

28,

29.

R2K and PT conducted 2 study of a vatiety of countries. The majority of the

countries studied require subject notification.” The countries vary in terms of the

details of when notification is required, the standard for notification, and how the

decision is made. But they share two characteristics:

28.1. The subject must be notified cither before or after the surveillance unless it
will threaten the putpose of interception; and

28.2. The decision whether to notify or not 1s overseen by an independent
authority.

These countries use a variety of methods and language to identify when a person

1 R2K and PI FA at paras 44-49.



10

must be notified.” Some provide for a default duty to inform unless a specified
condition is present. Some countries require the intervention of a court to justify not
notifying the person. Some include tmeframes, which vary widely from 30 days to
five years.

30.  The comparative legislation dispatches the argument that notification will undermine
the putpose of surveillance — defeating crime. It plainly is possible to design a
mechanism that appropiiately balances the trespective interests — protecting the
investigation and providing an effective remedy.

31.  Precisely how to balance those competing concetns is a matter that must ultimately
be determined by the Legislature. That is why the High Court suspended the order
of invalidity. The interim relief is merely one way of resolving the problem and does
not bind Patliament to adopting the same solution.

32, The Minister of Police considers the position in Canada, Australia, New Zealand
and the United Kingdom.?® Tt is true that Australia and the Untted Kingdom do not,
presently, requite post-sutveillance notification, while Canada and New Zealand do.
There are other countries R2IC and PT studied that also do not require notification.>

33.  But it is not a requitement to tely on comparative law for every single country to
have adopted a certain position. There will always be countries late to adopt a

developing ttend. The comparative excrcise establishes that the majority of

32 Many use language such as “as soon ai i i posizhle to do so withont compromising inteligence work” or without compromising the
investigatton, ot “wnlikedy ro bander the investigation in the future of such offonces”. Others include a risk to life or physical integrsty of a
third party (such as Chile).

3 Minister of Police Written Submussions at paras 46-52.

HR2K and P1 FA at para 49.



i1

comparable countries do require notification, and that there are many effective

methods to balance privacy and fighting crime.

CONCLUSION

34,

Without notification, the possibility of a remedy for violations of rights is extremely
low. A person illegally placed under surveillance will not be able to test whether the
surveillance was lawful unless they know they have been under surveillance. This not
only leaves that individual without a remedy, it creates impunity within the system
because the risk of abuses being identified and punished are slim. Notification is vital
to protect individual rights, and to ensute accountability within the susveillance

System.



1V THE DESIGNATED JUDGE

35, The designated judge is central to RICA’s mechanism. She has the uldmate power
to authorise the interception of communications. It s vital that she is adequately
independent to perform that function.

36.  R2K suppotts the findings and order of the High Court, and the Applicants’
arguments in support of confirmation of that order. It advances four additional
arguments in support of the High Coutt’s ordet:

36.1. Independence is central to the right to privacy;
36.2. Inescapable secrecy enhances the need for independence;
36.3. The requirement of retirement undermines independence; and

36.4. Comparative practice and international law supports it.

RIGHT TO PRIVACY

37.  The Applicants focus on the Glenister linc of cases to make the constitutional case
for independence.” That is good authority. But there is a stronger constitutional
source: s 14.

38.  This Court has repeatedly held that the limitation of ptivacy caused by a search

authorised by a warrant is justifiable only if the warrant is issued by an independent

35 Applicants” Wrtten Submissions at paras 54-6.



judicial officer. In Heath,*™ Thinf" and VVan der Merwe™ this Court held independence

was centtral to a constitutional search warrant. In Langa CJ’s words: “The fact that the

decision as to whether a warrant is fo be issited is taken by an impartial and independent judicial

officer has been recognised as an important consideration in defermining the constitutionality of
search powers.”®
39.  'The independence of a warrant-issuing authority™ is thetefore a key element that

justifics the limitation of the right to prvacy. 1f the issuing authority is not

independent of the executive, the limitation of privacy will seldom be justifiable.

SECRECY
40, 'The designated judge is required by RICA to operate largely in secret. There are two
patts to the designated judge’s operation that render it secret.

40.1.  First, all the applications ate, necessarily, determined in secret,*

36 Sonth Afrivan Assodation of Personal Injury Lawyers v Heath and Others {2000] ZACC 22, 2001 (1) SA 883; 2001 (1) BCLR 77 (CC)
at para 34 (Chaskalson P (as he then was) held that the granting of a search warrant “calls for the gualities and s&illy reguired for the
performance of judicial finctions — fudependense, the wegghing up of fuformation, the jorming of an opinion based on information, and the giving of =
dlesivioit an the basis of a consideration of refevant information.” (my emphasts)).

S Thint (Pry) Lid v National Director of Publee Prosecutions and Others, Znma and Another v National Director of Public Prosecutrons and
Oihers [2008] ZACC 13; 2008 (2) SACR 421 (CC); 2009 (1) SA 1 (CC) at parag §2-83.

38 Mindster of Safety and Secarity v Van der Merwe and Others 2011 (5) SA 61 (CC) at para 36-8 (Mogoeng J (as he then was) pomnted

«

ot that, while warrants served to combat caime, they “inevitably interfore with the equally tmporiant wasiitntional rights of tndwiduels who
are targered by these warvants)” Ibid at para 35, The hmitation 15 jusufied by various “safeguards” to “ensmre that the power ta tisue and
eeetle Warranrs i exercsed wethin the confines of the antborising legisfation and the Comstitution.” Ibid at para 36, The first safeguard 1s “#he
signtficane of vesting Fe anthorify fo Issne warvants in judicred officers”. Tbid at para 37. Cating Thint and Heath, he agamn noted that the
judicial granting of warrants justifies the imutation of privacy because they “poriess qualities and skills essential for the proper exervise
of thév power, like independence and the ability to evaluate relerant information so as 19 make an inforpred decision.” Thid at para 38.)

W Thint (n 37) at pata 82 (This Conrt too has recognised that requiring a search warvant ta be fssned by a pndivial offtcer iy an smpartant part of
the protection of fandamental rghty and, in particiiar, the right to provacy.”).

# The Constitutional Court has not held that the warrant 1ssung authority must be a judicial officer, But 1t has held that, 1f it is
not a judge, the issuing authority must have similar characteristics of independence. See, for example, Thet (n 37) at para 84,

4 RICA s 16{7).
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40.2.  Second, the reporting requiremnents on the designated judge are limited, and
information about het operations is scarce,*

41.  'The inherent secrecy of the authotisation process heightens the need for
independence of the designated judge. Structural mechanisms that ate adequate to
protect the independence of a court that operates openly, may be inadequate to
secure the independence of a secret coutt.

42, 'T'he principle of open justice 1s central. This Court® and the Supreme Court of
Appeal* have repeatedly endorsed the principle of open justice. Open court rooms
are a powetful guarantee of fairness, but also of independence.

421, As Ponnan JA put it “The publicity of a trial nsually serves as a guarantee that the
mratter will be determined independently and impartially. The glare of public scrutiny makes
it far less likely that the conrts will act unfairly.”

42,2, Oras Chief Justice Langa explained: “The pnbiic is entitled to kenow exactly how the

Judiciary works and fo be reassured that it abvays functions within the ferims of the law and
according to  fime-honoured  standards of independence, integrity, impartiality and

Jairness.”

2 R2K and PT’s FA at patas 60-67. R2K and PI behieve the lunired reporting requireinents and practice of the designated judge
may well be unconstitutional, but accept that 1s not directly in tssue m this apphcation.

3 Sonth African Broadeasting Corporateon Limited » National Dirscior of Publie Prosecutions and Others [2006] ZACC 15, 2007 (7) SA 523
(CCY; Indzpendent Newspapers (Pry) Ltd p Minister for Intelligence Services (Freedom of Eogpression Intitute as Apicns Curdae) I re: Maietiha

v President of the Republic of Sonth Afviea and Another [2008] ZACC 6; 2008 (5) SA 31 (CCY; Yhinga » The State and Another (Sociely of

Advocares, Piztermaritzlnrg Bar as Amicus Curdae); O Connell and Others v The State [2007] ZACC 3; 2007 (4) SA 611 (CC). The
principle dertves from muluple consumtional rights, including the nghts to freedom of expression, access to courts and access
to information. Tt is also entrenched by the constimational guarantees of judicial independence. Constitution ss 165 and 173,

H City of Cape Town » Sonth Afvican Nanopa! Roads Autbority Livuted and Others [2015] ZASCA 58; 2015 (3) SA 386 (SCAY; ar
Breda v Media 24 Limsited and Otbers; Nateona! Director of Pablte Prosecutions v Media 24 Limited and Others [2017] ZASCA 97, 2017 (2)
SACR 491 (5C4).

2 ity of Cape Town (n 44) at para 17.

4 South Arican Broadeasiing Corporarion (n 43) at para 32,
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43, We insist on open court tooms because they cnsurc independence — and the
perception of independence. Whese judicial functions are performed in secret, the
risk that they will not be performed independently is higher.

44.  That requires even greater structural guarantees of independence. But while RICA
demands secrecy, it secures less independence than an ordinary judge in an open
courtroom. 1t requires direct exccutive appointment — with no involvement of the

JSC — and term renewal at the Minister’s discretion.

THE DANGER OF A RETIRED JUDGE

45, Inaddition to the obvious dangers of executive appointment and term-renewal, the
designated judge must be a rezired judge.”” Combined with term renewal, that creates
a clear financial incentive for the designated judge to seek re-appointment. Those
financial incentives exist only because the judge is a retired judge.

46.  Under the Judges’ Remuneration and Conditions of Employment Act,® a judge who
has been discharged from active service® continucs to receive a salary™ and a

gratuity®® calculated according to theit active service salary and the length of their

Y RICA s 1 defines the “designated jnded” as “any judge of a High Conrt discharged fiom active service wnder section 3(2) of the Judges'
Remneration and Conditions of Employment Act, 2001 (At 47 of 2001), or auy retived judge, who Is designated by the Muuster to perform the
[Junctions of a designated judge for purposes of this Actf?

# Act 47 of 2001.

¥ RICA defines the “designated judge” to mclude both a “rered judge” and a judge discharged from active service, The Judges’
Remuneration Act does not use the termunology “renrement”, except with regid to judges who were governed by the Judges’
Pension Act. While it permits what 15 m practice retirement, 1t does so under the rubric of discharge from active service,
Whoever precisely the term “refired jrdged” 10 RICA is meant to cover, the same miles about payment for service after the end of
active service secm to apply.

i Judges” Remuneration Acts 5.

3t Tudges’ Remuneration Act s 6.



47.

48.

49.
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scrvice.

Judges who have been discharged from active service are also required to continuc
to petform “service” for up to three months per year until they reach the age of 75,
“Service” would include appointment as the designated RICA judge.*® 1f a retired
judge does not perform those three months of scrvice, their salaty is reduced. They
may voluntarily perform mote than three months’ service, for which they are paid at
a rate determined by the executive.”

As a result, the longer a retired judge scrves as the designated judge, the more money
she will make. That plainly undermines independence. It creates a financial incentive
to secure the renewal of the judge’s term,

That would not be the case if RICA required the designated judges to be sitting
judges. Sitdng judges who were merely assigned to consider RICA applications
would not be paid an additional amount. It would merely be patt of their case load.
It would also not be the case if the retired RIC.A Judge’s term was not subject to
renewal, There would be no possibility of future enrichment as a result of renewal.
It is the combination of tetm-tenewal with the tequircment of retirement that

eliminates independence.

52 Judges’ Remuaeration Act s 7(1).
5% “ o’ is defined to nclude “vervice as a chawrperson or a mentbsr of a body or institution established by or wider any law; or (8} any other

servee wbich the Mirister may request bipe or her to perfornt’”.,

54 ludges’ Remunesation Act 5 7(2). In the case of service as the designated RICA judge, the rate would be determmed by the
President, Judges’ Remuneration Act s 7(2)(b). While we were unable to find the specific rate determined for the desgnated

judge.
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INTERNATIONAL AND COMPARATIVE LAW

50.  RICA falls far short of international best practice. While thete is certainly no
uniformity between states, most provide more independence to the equivalent of the
designated judge fot two reasons.

51.  Tirst, the nced for independent authotization of surveillance is required by
international human rights law.

51.1. According to the Special Rapporteur: “Legislation must stipulate that State
surveillance of commitnications must only occnr ... exclusively under the supervision of an
independent judicial anthority.>

51.2. And following the OHCHR: “Swrweillance measnres ... should be anthorized,

reviewed and supervised by independent bodies at all stages, including when they are first

ordered, while they are being carried ont and after they bave been ferminated.”>

52.  Second, R2K and PI conducted a survey of othet states’ practice concerning the
independence of the bodics authorising sutrveillance.” Many states requite
sutveillance to be approved by a sitting member of the judiciary. In some of thesc
countries the executive — cither the police or the prosecutor — must approach an
ordinaty court to authorise the surveillance. In many Furopean civil-law countries,
it is the investigating judge who performs the role. In other countries, the sitting
judge is patt of a panel of judges who petforms this role.

53.  None of the countrics R2K and PT considered provide for a single, retired judge,

3> Report of Special Rappotteur (n 23} at 81.

3% Unired Nattons High Commissioner for Human Rights Privagy i the Dogural Age 2018 (0 22) at para 39 (emphasis
added, citation omitted).

37 R2K and PI FA at paras 76-84,
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subject to executive appointment and term rencwal to determine surveillance
applications. This comparative practice supports the conclusion that RICA 1s an

outlier. It must be amended to atford the designated judge adequate independence.

CONCLUSION

The prohibition on post-sugveillance notification is a violation of the rights to
privacy, access to court, and to a constitutional remedy. It is contrary to international
law. Itis not necessaty to protect the state’s interestin fighting crime, as comparative
expetience demonstrates. The High Court’s First Order should be upheld.

The designated judge lacks independence. Every time she grants an interception

directive, she limits privacy. She is compelled to do so in secret. Yet she lacks the
samc independence as ordinasy judges acting in the open. The fact that she is retired
creates an unfortunate financial incentive that is inconsistent with independence.
International and comparative law demand real independence. The High Court’s

Second Order should be upheld.

MICHAEL BISHOP

PATRICK WAINWRIGH'T
Counsel for Right2Know Campaign
Chambers, Cape Town

12 February 2020
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